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KEY TAKEAWAYS
▪▪ As the risk and impact of intellectual property (IP) infringement increases, the necessity
to protect critical assets is driving technical strategies and discussions on how to
manage the changing threats.
▪▪ These challenges are made more difficult as new business processes increasingly
require critical information to be available to outside organizations located anywhere in
the world.
▪▪ Governmental regulatory programs have been established to mitigate the risks of IP
threats, but requirements to adhere to these programs change over time and often
provide vague guidelines for compliance.
▪▪ Changing technologies and business processes require contemporary technical
platforms designed for changes in authentication and authorization rules without
creating significant cost or impacts to an organization.
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INTRODUCTION
It is no secret that companies are grappling with threats to their intellectual property (IP)
data on a daily basis. Predictably, governments are creating new regulations and guidelines
to respond to these risks. In April 2019, the Office of the United States Trade Representative
described risks and impacts of IP theft in their Special 301 Report:

“...Intellectual property (IP) infringement, including patent infringement, trademark counterfeiting,
copyright piracy, and trade secret theft, causes significant financial losses for right holders and legitimate
businesses around the world. IP infringement undermines U.S. competitive advantages in innovation
and creativity, to the detriment of American businesses and workers. In its most pernicious forms, IP
infringement endangers the public, such as through exposure to health and safety risks from counterfeit
products such as semiconductors, automobile parts, apparel, footwear, toys, and medicines. In addition,
trade in counterfeit and pirated products often fuels cross-border organized criminal networks and
hinders sustainable economic development in many countries…”

The impact of a data security breach may be devastating to a company. A single incident
involving the loss of intellectual property may result in years of financial impact. “When
being first to market can dictate market winners, stealing IP—or purchasing stolen IP—can
be much faster and cheaper than investing to innovate from scratch. In some fields, research
and development (R&D) costs are escalating, while market opportunities are shrinking. With,
for instance, a finite number of viable oil fields and high barriers to creating a new patentable
drug to treat a particular condition, theft of a competitor’s trade secret might promise a more
certain path to quick profit.” – Deloitte Review Issue 19
Regulatory Programs like ITAR (International Traffic in Arms Regulations), from the
United States, and GDPR (General Data Protection Regulation), from Europe, have
outlined a company’s roles, responsibilities, and impacts to ensure proper steps are made
to protect personal and IP data. Complying with these regulations and protecting
confidential information become even more challenging as the organizations work to align
them with ever-changing business processes and technology improvements. Regulation
noncompliance may result in criminal or civil penalties, disbarment from future exports,
and potential imprisonment.
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PAIN/UNDERLYING PROBLEM
While no one doubts the priority and urgency of data security, one must acknowledge the
significant costs involved. As companies are mitigating security risks and adhering to new
regulations within their own ecosystems, the mandates to create new functionality and
processes compete for the same resources already working on other strategic initiatives.
Additionally, the demand to open system environments for more dynamic and flexible user
landscapes has complicated the problem. Organizations are continually under pressure
to expose their applications and data to external resources and new partners in order to
optimize the cost structure of business processes. These users may be located anywhere in
the world and have a high volatility level adding additional complexity to the overall issue.
For any organization to grow, solutions to system and data security
must be comprehensive but, at the same time, cost efficient. To
accomplish an effective strategy, applications must have the ability
to stay current through scheduled version upgrades, adopting new
regulation changes on a regular basis. These upgrades cannot
become long cycle-time projects impacting concurrent “high priority”
efforts with viable ROI (return on investment) rather, they must be
part of the reoccurring operational cycle. When upgrades are delayed
due to conflicting priorities or cost, the organization is increasing
the risk of security issues and non-compliance with government
regulations. Many PLM software products struggle to provide
scheduled upgrades with predictable cost, leaving their customers
at risk.
In addition, the application must have a high level of flexibility and configurability within its
software. This is necessary to easily adapt to a company’s complex and changing business
models or sourcing strategies. The ability to simply restrict certain users to rows of data
is not enough in today’s world. The software needs to create a security model specific to
the company, restricting data at a specific object or attributes level based on roles, groups,
and more important, policy rules. Additionally, it needs to accomplish this within the
configuration, so the model is easy to maintain and does not require specific coding. Without
this level of functionality, managing the security model cannot be cost effective and will drain
the organization.
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THE ARAS SOLUTION
Aras’ solution for its Platform security involves several components
working together to protect the environment on multiple levels. These
areas are:
I. Identity Management and Platform Architecture
The Aras Platform determines the identity of every user attempting
to access the system to ensure they are who they claim to be.
II. Authorization Management
Once an identity is confirmed, Aras’ sophisticated authorization
management functionality gives an organization control over
access to the data, documents, designs and any other objects
within the Platform.
III. Compliance and Audit
The Aras Platform is designed to run in environments where
the highest levels of security are a necessity, supporting critical
regulatory programs like ITAR.
IV. Platform Upgradability
The Aras Platform ensures an organization’s technology is current
with the latest updates protecting against the latest threats.
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I. Identity Management and Platform Architecture
The Aras Platform is designed from the ground up to provide a secure environment for
managing critical information by combining a standards-based web architecture with
proven technology:
▪▪ The n-tier, service-oriented architecture is composed of web clients, application
server(s), database(s) and file server(s) and is based entirely on standard Internet
protocols, including: HTTP / HTTPS, XML and SOAP.
▪▪ The application server and vault server are implemented using Microsoft.NET and the
database is Microsoft SQL Server.
This approach facilitates the use of standard security tools and practices already employed
by enterprises. The Aras Platform determines the identity of every user attempting to access
the system to ensure they are who they claim to be. Aras uses web services protocols that
support user authentication for both browser and mobile access. The use of SOAP ensures
end-to-end security and the stateless implementation avoids the risk of session hijacking by
authenticating every transaction.
The built-in authentication mechanism allows password settings to be configured to manage
password strength, password complexity rules, password aging, and password lock-out
threshold and duration. To fit into existing enterprise security approaches, the Aras Platform
also supports single sign-on with Active Directory / LDAP for end-user authentication.
Mixed-mode authentication schemas are also available for management of supplier and
customer access.
System and network vulnerability are major concerns for IT security managers and
maintaining a secure environment is a primary goal. With its standards-based web
architecture and use of proven technology, Aras provides a secure platform for managing
critical information assets.
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Source Code Security
The security of Aras Innovator’s code is ensured during the software development and upgrade processes by
adhering to stringent, interval processes. The vulnerability review process involves a partnership with external
companies to protect the integrity of the environments being used by our subscribers. These include:
1. Static Application Security – Binary (compiled code) Testing/Validation
2. Dynamic Application Security Testing
3. Software Composition Analysis – 3rd party license agreements for vulnerability/up to date
licenses/violations.
4. Internal Scans using Aras Analyzers – Identification of vulnerable code (source code)
5. Software Security Assurance/Penetration Testing combines manual code reviews with
automatic tool usage
II. Authorization Management
Aras data access involves the authority granted to a user based on the user’s authentication
and on policies defined on the data itself. There are three types of access control supported
by the Aras Platform, which in order of increasing sophistication are: Standard Role Based
Access Control, Mandatory Access Control (MAC Policy), and Domain Access Control
(DAC). Using a combination of these methodologies, the Aras Innovator application can be
configured to support the vast majority of regulatory and external access use cases without
additional coding. If unique use cases are identified, custom coding is supported.
Standard Role Based Access Control: The Aras standard
permission model is Role Based Access Control and sets
permissions based on the user’s defined identities. These
permissions are additive, based on the full set of identities
(individuals, roles, groups, etc.) that apply to the user and

Aras Innovator - Part 104371
Part Number

Revision

104371

Part

State

B

Released

Name

Control Panel
Owner

Mike Miller
BOM
10
20

104372
104373

PCBA - Wave
Keypad - Foil - Wave

1
1

specify which actions can be performed by members of specific
identities for a given state on a given type of item. While

Permission

this is perfectly suitable for most access control within an

Identity

Read

Update

Delete

X

X

organization, it is generally regarded as insufficient for more

Individual User

X

regulatory or external access control use cases.

Departmental Group

X

Functional Group

X

Functional Role

X

Project Role

X

Owner

X

X

X

Example of Standard Role Based Access Controls

8

Aras Platform Security: Protecting Your Company, Your Company’s Assets and Your Shareholders

Mandatory Access Control (MAC): The second level of Aras Innovator security is the
Mandatory Access Control or “MAC Policy.” A MAC Policy can further restrict the standard
permission item using a set of configured Policy Conditions that examines the properties
and membership of the user as well as the properties of the current item. These Policy
Conditions must be established within the Aras Innovator security model as defined by your
organization for your company’s specific requirements. This security model definition process
is accomplished through Aras’ flexible user interface without the need for custom code. If
the current user or current item characteristics do not match qualifications of the Policy
Conditions, a user’s access can be blocked even though the standard permission item
grants access. This further refinement to item access control allows for more dynamic
security strategies.
Example: MAC Policies are commonly used
by government organizations such as
the military. The basic premise of a MAC
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Example of Policy Permissions
Permissions for items using a set of configured Policy Conditions

to the general item type. For example, a
user or group can see document items,
but only if they are not marked as Secret
or Confidential.
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Domain Access Control (DAC): The most sophisticated level of access control is the Domain
Access Control or “DAC.” It is a form of Relationship Based Access Control, whereby security
can be inferred based on the relationships of items to other items, rather than being specified
directly as in MAC Policy. DAC involves the establishment of domains or “compartments”
which are described using derived relationship families. The derived relationship families
are defined using Aras Query Definitions; a powerful technology for defining various types of
relationships between items. DAC functionality is best understood by the types of use cases it
supports. Its approach is well-suited to project-based work and is typically used for external
access control.
Example 1: Project Workspace—
An organization has many concurrent

Team

Team

Permission
Project 1

Project Manager

Project Manager

projects each with related items and

Permission
Project 2

Part Designer

assigned users with project specific roles.
Domain Access Control can be used to grant
access to project or workspace specific data.

Project 1

Items within the project may be grouped

R

access assigned to each group, e.g. “Project
“Project Design Parts,” etc. While different
projects will have different project specific
roles, users may be assigned to these

R

R

RW

Part 2

Doc 1
(Project 1 only)

RW

R

R

RW

Part 3
Doc 2
(Project 1 only)

R

R

RW

RW

Example of Project and Role Permissions – Permissions for Items which are
part of a project with users having specific project roles.

projects in different roles.
Example 2: Partner/Supplier/Customer Data Release―Domain Access Control
can be used to manage access of your external partners and the delivery of
information at the proper time. For example, an organization has suppliers
providing parts related to a product and would like to set specific project
related permissions for supplier access or an organization has an obligation
to release certain product related information to a customer and would like to
set specific permissions for customers accessing this data. Innovator’s Domain
Access Control functionality can be used to set up these use cases within the
organization’s security model.
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III. Compliance and Audit
ITAR (International Traffic in Arms Regulations)

The Aras Platform is designed to run in environments where the highest levels of security
are a necessity. The Aras security, authentication, and data access rights model are proven in
mission-critical operations by aerospace and defense contractors, automotive manufacturers,
industrial and high-tech manufacturers, life sciences firms, and other organizations subject
to security compliance requirements. Customers deploying the Aras Platform have a range
of capabilities available to them to configure the security environment that meets their
needs, as well as requirements dictated from regulatory programs. The configurability of
the Aras platform security functionality allows organizations to dynamically make changes
to security rules without major investments—ensuring constant alignment with compliance
amendments as they are communicated to the business. The Innovator platform is currently
being used by companies for ITAR (International Traffic in Arms Regulations) compliance.

Audit and Monitoring
To ensure a secure environment is maintained and business rules are complied with, system
administrators and business managers need tools to monitor and audit PLM activities. Taking
advantage of the Aras Platform’s web architecture, administrators can use standard web
intrusion detection software to get real time alerts of system intrusions.
System audits can be performed by analyzing the logs maintained by the Aras Platform.
For example:
▪▪ Analyzing the web services requests log allows detection of unauthorized
system access.
▪▪ Reviewing the history audit trail highlights User Create, Read, Update, and Delete
(CRUD) operations performed including viewing of files and forms (useful for FDA
compliance or CMII reporting).
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IV. Platform Upgradability
As with any discussion about any platform, one cannot overstate the value of staying
technologically current within their environment. The ability to provide and implement
scheduled Innovator upgrades to our subscribers as part of the subscription cost is a critical
component for a secure PLM system. To be clear, the upgrade is performed by the Aras
support team with the assistance of the subscriber. This process is included with the cost
of the subscription. The Aras approach guarantees the subscriber will be operating on the
latest technology using the latest build of the application. While most PLM packages require
substantial investments in time and money to upgrade their applications, Aras ensures the
subscriber they will have the required functionality when they need it.
Detailed information on Aras Upgradability can be found at Aras.com.

BENEFITS
The Aras Innovator system security is not only focused on the absolute protection of
the organization’s data, but also the functionality to support the subscriber with a costefficient and flexible environment to manage operational business processes and
regulatory requirements.
The Aras Innovator Platform provides organizations with a highly configurable system
environment to build a complex security model customized to their business needs. In
most cases, these security models are built without writing a line of code. Furthermore,
the subscriber can receive regular upgrades as part of the cost of the subscription,
guaranteeing the environment is up-to-date.
Many organizations currently use Aras Innovator to comply with regulatory programs like
ITAR. Compliance with ITAR regulations are complex and involve well documented business
processes outside of the PLM application. Aras provides a proven platform to manage the
data requirements and its processes within the application. The platform supports the level
of encryption required by these programs as well as application security functionality to
restrict your data access effectively. The ability of the application to manage new security
requirements quickly, and without significant investment in the model, has made Aras
Innovator a valuable asset for its subscribers.
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Aras is the leading provider of an open, digital end-to-end product lifecycle platform
that enables the world’s leading complex manufacturers to digitally transform and
gain a competitive edge. Headquartered in Andover, MA with major offices throughout
the world, Aras’ 500 employees support over 350 global multinational customers and
over 250,000 users. Aras is the fastest growing PLM company worldwide. Aras’ open,
flexible, scalable and upgradeable PLM platform and applications connect users in
all disciplines and functions to critical product data and processes across the
lifecycle and throughout the extended supply chain. The Aras Innovator platform
is freely downloadable. All applications are available at a single subscription rate,
which includes all upgrades performed by Aras. Aras customers include Airbus,
BAE Systems, GE, GM, Hitachi, Honda, Kawasaki Heavy Industries, and Microsoft.
Aras Corporation | 100 Brickstone Square | Andover, MA 01810 USA
978.806.9400 | info@aras.com | www.aras.com
© 2019 Aras. All rights reserved. This document is for informational purposes only. Aras
and Aras Innovator are either registered trademarks or trademarks of Aras Corporation
in the United States and/or other countries. The names of actual companies and products
mentioned herein may be the trademarks of their respective owners. REQ-0553-1906

